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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	


2.3
Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one but are not part of the hierarchical structure.}

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	720024
	Sponsored Data Connectivity Improvements
	Some enhancements may be developed based on Rel-14 SDCI specification.

	178278
	Study on encrypted traffic detection and verification
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Justification

It is the trend that HTTPS will be widely used for OTT traffic encryption for higher-level security and efficiency. However, it makes operator impossible/difficult to identify those traffic for charging, bigdata analysis, QoS purpose. That leads the operator to nothing but a “dumb pipe”. 
In the sponsored data service scenario, the sponsor as a business entity has a business relationship with the MNO taking all or part of the cost of the connectivity. From the charging perspective, the operator need to detect and verify the encrypted traffic is paid by the sponsor not the subscriber. 
The SA2 already set up a study item FS_ENTRADE (study on encrypted traffic detection and verification) with considering follows:
· During Rel-14 SDCI work, a new network function named PFDF is introduced to dynamically and accurately distribute PFDs for OTT traffic detection. The SDCI feature also make the encrypted traffic detection standardized based on agreement between OTT and Mobile Network Operator. A “Domain name matching criteria” parameter is introduced into PFD definition and the parameters for encrypted traffic detection (e.g. TLS Server Name Indication (SNI), Server certificate’s Subject Alternative Name, Server certificate’s Subject Common Name (CN)) can be provisioned dynamically or statically to PCEF/TDF for encrypted traffic detection. 
· The parameters used for encrypted traffic detection from Rel-14 SDCI is clear text which can be faked by malicious use (e.g. the third-party can fake a SNI for traffic exemption sponsored data while the traffic is actually not sponsored). The static mapping between identifier and server IP address is too simplistic and has strong impacts on local storage requirements thus denying the benefits of SDCI, and does not support all the scenarios. 
· With TLS 1.3 the Server Name Indication (SNI) is expected to be encrypted which presents additional challenge to identify/verify the traffic. TLS 1.3 is expected to be adopted soon by most of the content providers and final users.   This challenge has to be addressed by this study.
· The work done in Rel-14 SDCI is used only for sponsored data, however, there is a possibility to expand the traafic detection function to more kinds of services, e.g. QoS control, slicing selection/authorization.
· Some methods were mentioned before to verify the encrypted traffic detection, which needs to introduce new detection methods rather than reuse the parameters defined in SDCI. It needs to study if existing mechanism can be enhanced or new mechanisms can be introduced.
The objective of FS_ENTRADE (S2-178278) is as follows:
1)  Identify the scenarios to be addressed by the study, considering SA1 requirements for the 5GS.

2)  Study encrypted traffic detection and verification, which may include
-    how to use PFDF to provision the information to PCEF for encrypted traffic detection and verification;
-    potential detection and verification mechanism in core network, excluding heuristics and similar solutions    out of scope of 3GPP.

-    handling of IPv4, IPv6, and non-IP data

3)  Evaluate solutions to determine which solution(s) can be used for EPS, 5GS, or both. 
SA3 will be involved as needed depending on the solutions proposed, in order to consider the security aspects and impacts.

With the objective of SA2, the security related analysis in SA3 in needed.
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Objective

It is proposed to:  
· Provide security related analysis for the scenarios identified in SA2 with considering SA1 requirements for the 5GS;
· Provide security and privacy related analysis for in key issues identified in SA2 TR 23.787 ;
· Analyze the security and privacy aspects and impacts for the SA2’s solutions, e.g. the integrity protection of the parameter used for encrypted traffic detection to resist faking, the mapping between traffic identifier and server IP address, end to end security goal etc.; 
· Study the feasibility of and trade-off between the network operator goals and the user expectation.
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Expected Output and Time scale
	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	33.xxx
	Study on security aspects of encrypted traffic detection and verification
	
	
	SA#80
 June 2018
	SA#81
September 2018
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments
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Work item Rapporteur(s)
Feng Gao, China Unicom, gaofeng149@chinaunicom.cn
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Work item leadership

SA2
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Aspects that involve other WGs

This work item considers the security aspects.
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Supporting Individual Members
	Supporting IM name

	China Unicom
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